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Purpose

= Provide an overview of PTAC, including
a tour of the website and available and
future resources,

= Discuss how PTAC and DaSy are
working together and plans for TA
resources, and

= Provide an opportunity for input from
webinar participants on priority TA
areas.




What is DaSy?

A new 5-year Center funded by OSEP to assist states
with improving Part C and Part B preschool data by:

Building better data systems

Coordinating data systems across early childhood programs

Building longitudinal data systems

Building the capacity of states to use data




Center’s Goals

Design and implement
a continuum of
technical assistance
strategies to improve
state capacity to
collect, analyze, and
report high quality
data

Generate new
knowledge and useful
products regarding
building coordinated
EC data systems and
including EC in
statewide longitudinal
data systems

Provide national
leadership and

coordination around
EC data systems




DaSy Confidentiality Workgroup
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e Baron Rodriguez
e Jennifer Tschantz
e Haidee Bernstein

e Missy Cochenhour
e Robin Nelson




DaSy Confidentiality Workgroup

Goals

|dentify State Part C and 619 questions/issues around data
confidentiality, sharing, and privacy.

Collaborate with PTAC and other TA Centers to develop and
disseminate useful resources for states.

Facilitate getting answers to specific and general questions from
States (Part C and 619)

Provide professional development opportunities (often through
collaboration) for states, particularly for Part C and 619 folks.



Use the Chat Box and/or

Evaluation . ..

What challenges do
states face related to
data sharing and privacy?

What issues need
clarification?

What solutions and What areas would be
resources have you helpful to focus on for
found helpful? collaborative TA?



Privacy Technical Assistance Center:
Toolkit, Services, & Website

Baron Rodriguez, Director,
PTAC



Presentation Overview

= PTAC Introduction & Mission
= PTAC Technical Assistance - Infographics

= \What's New for PTAC?

— Website

— Latest Toolkit resources

— Service Offerings

— What's Planned for 20137

— Upcoming resources & events




PTAC Mission and Resources

= “One-stop” resource center
= Regional Meetings and Lessons Learned Forums
= Technical Assistance (TA) Site Visits
= Help Desk
= \Web resources
— Technical Briefs, Issue Briefs, and White Papers
— Case Studies
— Security Checklists
— Frequently Asked Questions
— Webinars, Presentations, and Training Materials




PTAC TA
Helpdesk & Site Visits
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PTAC TA
Number of Requests

= Red indicates greater number of TA requests
= Locations are set to State capitals for privacy reasons
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PTAC Website!

= PTAC Website http://ptac.ed.gov/

Privacy Technical Assistance Center
U.S. Department of Education

Home | About | PTAC Toolkit | FAQs | Glossary | Contact Us

A Message From Kathleen Styles ED;.
Chief Privacy Officer, U.S. Department of Education Parents and Students:

Learn more about the
Family Policy Compliance Office (FPCO)

Learn more
PTAC offers technical assistance to State
educatiqnal agencies, l(?cal ed uc_ational Send a request to PTAC:
agencies, anq institutions of higher e i
education related to the fend

LATEST PUBLICATIONS
12/14/2012 - PTAC - New Guidance: Disclosure Avoidance & Limiting Access to
Pl

Jf L o 10/24/2012 - Data De-identification Glossary of Terms (Oct 2012)
Prwacy, Securlty, and Conﬁdennality 10/24/2012 - FAQs Disclosure Avoidance (Oct 2012

10/24/2012 - Case Study 5 - Minimizing Pl access (Oct 2012
Of StUdent records' 09/21/2012 - Checklist - Data Breach Response (Sept 2012

Click here to read the video transcript: m
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http://ptac.ed.gov/

Updated PTAC Toolkit

= Toolkit: http://ptac.ed.gov/toolkit

O

Privacy Technical Assistance Center PUBLISHED
U.S. Department of Education RESOURCES

e

Home | About | PTAC Toolkit | FAQs | Glossal

= Resources Grouped by Five Key Topics S
— Data Sharing/Dissemination —
— Disclosure Avoidance
— Security Best Practices
— Data Governance

— Legal References (FERPA and Cross-Agency)



http://ptac.ed.gov/toolkit

Updated PTAC Toolkit

= Main Toolkit Page
— Top 3 resources for each topic
— “View More” displays all resources on that topic

DISCLOSURE AVOIDANCE

TOP 3 TESOUNCES Sty coce s vs.. I M

Case Study #5: Minimizing Access to Pll: Best Practices for Access Controls and Disclosure Avoidance Techniques (Oct 2012)

This case study illustrates best practices for minimizing access fo sensitive information with education data mainfained in a Statewide Longitudinal Data
System. Two additional documents accompany this study: (1) An alphabetized glossary of terms related to data de-identification, and (2) FAQs about
protecting personally identifiable information in education records when publically reporting student data.

= Data De-idenfification: An Overview of Basic Terms (Oct 2012

» Frequently Asked Questions—Disclosure Avoidance (Oct 2012)

Click “View More" for All Pubs —
VVIVT ISl 222




What New Resources Has
PTAC Introduced
Recently?



Latest PTAC Materials
Overview

= Publications
— Checklist - Data Breach Response

— Case Study 5 - Minimizing PIl access & two
complementary documents:

e Data De-identification Glossary of Terms
e Disclosure Avoidance FAQ
= \Webinar

— PTAC - New Guidance: Disclosure Avoidance & Limitin
Access to Pll (Dec 2012)

= Training Videos (detalils in a few slides)



http://ptac.ed.gov/document/checklist-data-breach-response-sept-2012
http://ptac.ed.gov/document/case-study-5-minimizing-pii-access-oct-2012
http://ptac.ed.gov/document/data-de-identification-glossary-terms-oct-2012
http://ptac.ed.gov/document/faqs-disclosure-avoidance-oct-2012
http://ptac.ed.gov/sites/default/files/Webinar_DD_Nov2012Final.pdf
http://ptac.ed.gov/sites/default/files/Webinar_DD_Nov2012Final.pdf

Latest PTAC Materials
Checklist - Data Breach Response

= Critical Data Breach Response Components & Steps
= Best Practices in Data Breach Response &
Mitigation

Data Breach Response Checklist

Overview

The U.S. Department of Education established the Privacy Techrical Assistance Center {PTAC)

asa “one-stop” resaurce for education stakeholders to learn about data privacy, confidentiality,

and security practices related to student-level longitudinal data systems. FTAC provides timely
information and updated guidance on privacy, confidentiality, and security practices through a variety
of resources, including training materfals and opportunites to receive direct assistance with privacy,
security, and confidentiality of longitudinal data systems. More PTAC informationis available on

wiwwed.oov/prac.

Purpose

MWany educational agencies and institutions have moved away from paper records toward electranic
data systems and web-based applications to store, process, and deliver education data to internal
customers and external partners. These systems have grown to encompass not only P-12 {pre-
kindergarten through grade 12}, butalso post-secondary, and workforce data. They contain




Latest PTAC Materials
Case Study 5 - Minimizing PIll Acces

= Best Practices for Minimizing Access to Sensitive
Education Data Maintained in a SLDS

= Two Supplements:
— (1) An alphabetized  J case suovs:minkmizing access topi: Best ractces o sccess Controts and

Disclosure Avoidance Techniques
{Hlustrating best practices for minimizing access to sensitive information with education dota maintained
g Ossary O terms y an in o Stotewide Longituding! Doty System)

_ (2) FAQ about

The State educational agency {SEA} in S —
1 thaticontalne allarg 3 q.uantlt\,r o ol Frequently Asked Questions—Disclosure Avoidance
protectlng rom postsecondary education records, whicl .
Educational Rights and Privacy A~ 22 Ouarview
. that the 5EA has adopted TAG
educatlon records quantity and sensitivity of Individual Stu Eoic
minimization.! Conseque Imely
avoidance methods in or . ugh a vari
against unauthorized dis Redacted Individual fith privacy?

Wh e n p u b | I Cal |y (pauﬁgﬁigzzﬁied) Aggregate B

What Does the SEA do? Data Tables

: - B
reporting student data bestpractios and o [ A L

employees' levels of acce

i : Longitudinal ces and
with State X's SLDS datag De-identified Data B
: . (includes unique code to link individual
information tef:hmo'cgy SIudent's data across years iure that
m’“"v 2 De-identified Individual sational
Student Data Public seuently
: Aggregate .-’j
Anonymized Data
{smdems);e'a cannot be lnked Data Tables

across years)



Latest PTAC Materials
FERPA Training Videos

= Three Interactive Training Videos
— FERPA 101 for LEAS
— FERPA 101 for Colleges & Universities
— FERPA 201: Data Sharing under FERPA

TRAINING YIDEOS

PTAC has deployed the following videos to help inform the education community about the requirements of the Family Educational Rights and Privacy Act (FERPA). Each of
these videos is approximately 30 minutes long, and is intended as basic training for education officials, teachers, and staff at state and local education agencies and
institutions.

FERPA 101:
For Local Education Agencies

FERPA 101:
For Colleges & Universities

FERPA 201:
Data Sharing under FERPA

US. Dy ucation

@Il.l Department of Eduecation
Awareness Traineng

Cowyrighi £ H8-. TAT L righin resereset

US D ucation US. Jucation

145, Departmant of Edusaison U Depatmnt af Eauatisn

Awangness Training
L & X .-

Awsreriess Training
Caperg § 300 FIA7 A e ressven

This video provides an overview of FERPA in the This video training provides an overview of FERPA in This video training is designed to help staff and

context of K-1 education. the context of postsecondary education. officials at educational agencies and institutions
understand their responsibilities around sharing Pl
and other sensitive information from education
records.




Latest PTAC Materials
FERPA Training Videos

= |nteractive quizzes, animated vignettes, and more

In the following vignette, Liam is an elementary-
school student and Nurse Ginny is a school nurse.
After you view the vignette, you will be asked to
answer a question about the information contained
in a student's school health records.




Latest PTAC Materials
FERPA Training Videos

= FERPA Match Game

FERPA Mdatch

How much do you already
know about FERPA?
Using your cursor, drag
each sentence to the
correct term.

)

R

4

)

Education records

Identify a student

Written consent

Parent

Schools must
allow a parent or
eligible student to
access education

records for this
purpose.

If a school
declines to amend
information in a
record, a parent
or eligible student
has & right to one
of these.

The type of
records to which
parents and
eligible students
have privacy and
access rights.

A student who is
18 or older or a
student of any

age who is

attending a
postsecondary

institution.

)

)

)

)

Hearing

Eligible student

Inspect and review

Federal education
funding

Under FERPA
schools migh
treat a fosfter
parent or
guardian as one of
these.

FERPA violations
may jeopardize
this.

Schools generally
must have this
before releasing

certain
information from
education records.

FERPA protects
the privacy of
information that
can be used to do
this.




ga» Latest PTAC Materials
%“=s FERPA Training Videos

FERPA Match
Game
Demo




Latest PTAC Materials
FERPA Training Videos

= FERPA Match Game
by

Eligible student

FERPA Madch

How much do you already
know about FERPA? ¥ v
Using your cursor, drag
each sentence to the
correct term.

Education records Identify a student

A student who is
13 or oclder ar a
student of any

ewho is
:ﬁending a
=] postsecondary |-
institution.

If a school
”SChOOIS mugt declines to amend
AR e information in a
eligible student to record. a paren
access education o aliible sptude
records for this e agrl' TEES
PUIPDSE. ese.

Correct v v
answer! Hearing Eligible student

Inspect and

A student who is

Under FERPA 18 or older or a

Schools genera Il

schools migh must have this
student of any L
T s age wio & Sy opaton th
guardian as one of gstgggég%: information from = beﬂql?:d to do
these. P instituticn.w education records. :




Latest PTAC Materials
FERPA Training Videos

= Register to Participate
— Secure connection
— PTAC will not share your information

4P, U.S. Department of Education : Registration
=’  Awareness Training 2
\

Enter your information:

Register to
First Name:

' 2 Participate in the
et Training
E-mail:
State: Alabama -
Organizational Affiliation: State Education Agency i
genc’ \

Y
Password: || gcal/District Education Agency

Postsecondary Institution
Confirm: | attomey




Service Offerings

Training or Service

Description

Outcome

FERPA 101 Training
fwebinar / on=site

Rewview and discussion of real-life scenarios on
FERFPA ond its applicability to your institution.
Participanits hawve an opportunity for interactive
Questions and Answers.

- improved understanding of FERFA
and the context for the law

- Reduced misconceptions
misunderstandings about FERFPA

Data Sharing Under
FERPA for State
Longitudinal Data
Systems

(webinar / on-site)

Overview of the 2012 FERPA reguwlation chaonges
as they relate to sharing of FERPA-protected
data. Review of the dota shoring best practices
and requirements for compilying with FERPA.

- Enhanced darity about what data
can and cannot be shared under
FERPA

- improved knowledge of resources
owvailoble to help ensure compliance
with the new FERPA requlations

Data Security Best

Practices / Training
fon-site / on-line)

On-site training on current data security best
proctices for education data systems, including
user privacy and securnity owareness, privacy and
security program development /
implementation, threat modeling, ond attacker
methodology.

- Increased awareness of privacy
ond dota security threats

- Reduced risk of security incidents
- improved ability to respond to
incidents

Data Security Policy
Review
(on-site / on-line)

Review of your organization’s information
security program policy aond governance to help
ensure thot the policy reffects current best
practices, is well integroted, and establishes key
roles and responsibilities for manoging the
privaocy and security of your dota and measuring
program effectiveness.

- More cohesive vision for
organizational security

= Clearer definitions of security
rofes, responsibilities, ond metrics
- Improved efficiency and cost-
effectiveness of the security
progrom

Data Security:
Technical Security /
Architecture Review
fon-site / on-line}

Technical assistance to help evoluate existing
security architecture to ensure thot yvour security
controls are working to their greatest effect.
PTAC experts prowvide on-site and remote
gssistance to help implement techinology
securely ond deliver the peace of mind of having
o third-party rewview.

- Better understaonding ond control
of orgonizational risk

- Third-party validation of security
controls

- Improved integrated information
security picture, including better
understanding of the organiration’s
security posture

- Enhanced security of the
information systems and data

Data Sharing

Agreement Assistance

fon=-site / on-line)

Review of and informol feedback on your
proposed data sharing agreement.

- Third-party informal review of
current or conceptual data sharing
agreements with regard to their
complionce with FERPA, including
best proctice suggestions

Disclosure Avoidance

Training / Assistance
fon-site / an-line)

Overview of best proctices and staff training in
the orea of disclosure avoidaonce methodology
ond public reporting.

- improved understanding of
disclosure avoidaonce technigues ond
public reporting best proctices
opplicable to your institution




Let’s go there now!

http://ptac.ed.qov



http://ptac.ed.gov/

What’s New for PTAC in
20132




PTAC in 2013
Upcoming Publications & Videos

= Publications
— FERPA Exceptions (FAQ)
 Flowchart explaining when each exception may
apply
— Data sharing with Labor agencies (case study)
— Data destruction & recordkeeping (issue brief)
— Contracting for IT Services
— Transparency of Privacy/Security Policies
= Video Trainings
— FERPA for parents & eligible students




PTAC in 2013
Upcoming Events

= Fall Webinar: Sharing with Labor agencies

= Fall Webinar: Contracting with IT Services, Nonprofits, and
other 3" parties.

= Spring 2014 - Early Childhood regional meeting (States,
Location & Dates TBD)




Contact Information £

Family Policy Compliance Office Privacy Technical Assistance Center
Telephone: (202) 260-3887 Telephone: (855) 249-3072
Email: FERPA@ed.gov Email:  privacyTA@ed.gov
FAX: (202) 260-9001
FAX: (855) 249-3073

Website: www.ed.gov/fpco Website: http://ptac.ed.gov



mailto:FERPA@ed.gov
http://www2.ed.gov/policy/gen/guid/fpco/index.html
mailto:privacyTA@ed.gov
http://ptac.ed.gov/

DaSy Confidentiality Workgroup-
Future Activities

! Develop “new” resources and

. . . e roducts
Identify and disseminate existing _ . >
relevant and useful resources

r

1Y

‘ -

* Tweak and repackage relevant PTAC documents
specifically for Part C and 619 audiences

¢ Develop an ongoing FAQ document

ik

Hosting webinars /topical meetings
*PTAC 101 webinar - Monday 8/19 2—-3 PMET

r
A &

Data confidentiality, data privacy, dat
sharing sessions at the National
Meeting

ik

FE
A &
r
A &k

Continuing to coordinate our work
with other TA Centers and federal
partners

Community of Practice?

k
k




Use the Chat Box and/or

Evaluation . ..

What challenges do
states face related to
data sharing and privacy?

What issues need
clarification?

What solutions and What areas would be
resources have you helpful to focus on for
found helpful? collaborative TA?



How to request help from DaSy

®" Email any DaSy staffer
= Email to dasycenter@sri.com
= Call DaSy Center at 650-859-3881



mailto:dasycenter@sri.com

36

Much more to come....

http://dasycenter.org/



http://dasycenter.org/
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